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Chapter 1. Introduction

1.1 Acronis® True Image Echo Server — a complete solution for
corporate users

Acronis True Image Echo Server is a comprehensive backup and recovery solution for a
Windows-based server.

Acronis True Image Echo Server creates a transportable image, independent of the
hardware platform that can be restored directly to and from any virtual or physical
environment.

Minimizes downtime

Acronis True Image Echo Server enables you to restore systems in minutes, not hours or
days. An entire system can be restored from an image that includes everything the
system needs to run: the operating system, applications, databases, and configurations. it
is not necessary to reinstall software or reconfigure your system or network settings. The
complete system restoration can be performed to an existing system, to a new system
with different hardware, or to virtual machines. With the Acronis Active Restore feature,
users can access the server and begin working during the restore process, further
decreasing downtime. File-level backups provide you with the flexibility to only backup
specific, critical files.

Eases Administration

Wizards guide users through backup and recovery tasks, ensuring the product can be
implemented with minimal user training.

Automates Backup

With the scheduling capability in Acronis True Image Echo Server, you simply create
backup tasks, tailored by group, or certain times or events.

To ensure that backups have occurred, or if user intervention is required, you can request
notifications via email or Windows Pop-up. You can view Acronis events in the Windows
Application Events Log or Acronis own log files. Log messages can be automatically sent
out to SNMP clients.

The product also supports the creation of custom commands before and after backups.
For example, users can automatically run anti-virus products before an image is created
and verify the validity of backups after the image has been created. And because these
tasks can be scheduled, you need not recreate the script to run the pre- and post-event
tasks each time; you can set the scheduled events once and they will run each time
automatically.

Ensures 24 X 7 Uptime

With Acronis’ patented drive snapshot technology, systems can be imaged while they are
in use, ensuring 24-by-7 system availability. This technology enables the product to
backup and image critical operating system files, the master boot record and any
partition-based boot records without requiring a reboot. A CPU allocation feature allows
you to limit the amount of CPU usage for the application to maximize the CPU'’s
availability for mission critical applications. Additionally, users can control hard disk drive
writing speeds and control network bandwidth used during backups, allowing minimal
disruption of business operations.
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A feature that allows you to suspend database activity for several seconds is provided so
that you can create a valid image of mission-critical applications such as Microsoft
Exchange Server, Microsoft SQL Server and Oracle. This database suspension process
supports Microsoft's Volume Shadow Copy Service (VSS). If your database or operating
system does not support VSS, Acronis True Image Echo Server will execute your custom
commands to execute database suspension.

Leverages Existing Technology Investments

The product can leverage your current storage infrastructure by supporting a variety of
storage media, so you can avoid costly hardware purchases to implement the solution.
The product supports key storage technologies such as: Direct Attached Storage (DAS),
Network Attached Storage (NAS), Storage Area Networks (SAN), Redundant Arrays of
Independent Disks (RAID), tapes, USB and IEEE-1394 (FireWire) compliant storage
devices, CDs, DVDs, removable drives (Floppy, Zip, etc.) and shared storage. Moreover,
the product ensures that you maximize the space on these resources with four levels of
compression.

Disk cloning and new disk deployment

Acronis True Image Echo Server can be used to clone an image onto multiple servers. For
example, let’'s say a company purchased several servers and needs similar environments
on each of them. Traditionally, the IT manager would install the operating system and
programs on every server. With Acronis True Image Echo Server, the IT manager would
configure a single server, then create a disk image of the system. That image can then be
duplicated onto multiple servers.

If you need to upgrade the server hard disk drive, Acronis True Image Echo Server
simplifies the task to few mouse clicks creating the exact copy of your old disk to a new
one and adjusting partitions size to fit a new hard disk.

Volumes conversion
Acronis True Image Echo Server can back up and recover dynamic volumes.

Dynamic volume as is can be recovered over the same volume or unallocated space of a
dynamic group. Acronis True Image Echo Server has necessary tools for any-to-any disks
conversion in terms of basic disks and dynamic volumes of any type (simple, spanned,
striped, mirrored or RAID 5). The tools are available in bootable program version as well.
Having booted the Acronis environment, you can easily prepare the desired dynamic
group on bare metal or a computer with non-Windows operating system.

1.2 New in Acronis True Image Echo Server
Backup
Backup and restore of 2+TB volumes

Encrypting backups with industry-standard AES cryptographic algorithm (key size 128,
192, 256 bit)

Multi-volume snapshot for databases spread on several disks

Control network bandwidth usage when backing up to FTP

Error handling: ignore bad sectors, silent mode (no pop-ups, continue on all errors)
Dual destination backup: local + network share

Support for VMware Consolidated backup
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Archive bit reset (file-level backup only)
Generating time-based names for backup files
Recovery

Recovery of dynamic volumes

Recovery of system dynamic volumes on dissimilar hardware using Acronis Universal
Restore or Acronis Active Restore

Scheduling

Schedule archive validation

Start every N hours within daily schedule

Start on free disk space change by the specified amount
Cloning a task

Notification via e-mail

Multiple e-mail addresses

From and Subject fields

Logon to incoming mail server

Operations with archives

Convert disk images to virtual disks for VMware, Microsoft, XenServer and Parallels virtual
machines

Consolidate backup files (create a consistent copy of archive while deleting selected
backups)

Explore archives (open in read-only mode any image or file-level backup)

Operations with hard disks

Convert basic disk to dynamic

Create dynamic volumes

CLI features

MBR restore

Backup to FTP server

Allow logs on net share

Merge unallocated space by moving partitions and create Acronis Secure Zone on the
space

1.3 Supported file systems and storage media

1.3.1 Supported file systems
e FAT16/32

e NTFS

o Ext2/Ext3

e ReiserFS
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e Reiser4

e Linux SWAP
o XFS
e JFS
e DFS

If a file system is not supported or is corrupted, Acronis True Image Echo Server can copy
data using a sector-by-sector approach.

/
/

For XFS and JFS file systems the partition resizing feature is not supported.

[ i

1.3.2 Supported storage media
e Hard disk drives

e Networked storage devices such as Storage Area Networks (SANs) and Network
Attached Storage (NAS)

e Tape libraries, autoloaders, SCSI tape drives
e |IDE and SCSI RAID controllers of any level
e FTP-servers*

e CD-R/RW, DVD-R/RW, DVD+R (including double-layer DVD+R), DVD+RW, DVD-
RAM**

e USB 1.0/ 2.0, FireWire (IEEE-1394) and PC card storage devices
e ZIP®, Jaz® and other removable media

* - Data recovery directly from an FTP-server will require the archive to consist of files no
more than 2GB in size, so please note this during the backup image creation. It is
recommended that you change the source computer firewall settings to disable the
Routing and Remote Access Windows service. The previous versions of the software
recommended for the target FTP-server the usage of passive mode for file transfers and
usage of ports 20 and 21 at the source computer for both TCP and UDP protocols. The
current version has no such limitations: you can use active or passive mode and any port,
changing the default settings at Options->Backup Options->Advanced settings.

** - Burned rewritable discs cannot be read in Linux without kernel patch.

1.4 Technical support

As part of a purchased annual Support charge you are entitled to Technical Support as
follows: to the extent that electronic services are available, you may electronically access
at no additional charge, Support services for the Software, which Acronis shall endeavor
to make available twenty four (24) hours a day, seven (7) days per week. Such electronic
services may include, but are not limited to: user forums; software-specific information;
hints and tips; bug fix retrieval via the internet; software maintenance and demonstration
code retrieval via a WAN-accessible FTP server; and access to a problem resolution
database via Acronis customer support system.

Support shall consist of supplying telephone or other electronic support to you in order to
help you locate and, on its own, correct problems with the Software and supplying
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Here’s an example of how you would use this feature. If failure occurs on a computer,
turn on the computer and press F11 when you see the "Press F11 for Acronis Startup
Recovery Manager" message. This will run a standalone version of Acronis True Image
Echo Server that only slightly differs from the complete version. For information on
restoring damaged partitions, see Chapter 6. Restoring the backup data.

Be careful! Disk letters in standalone Acronis True Image Echo Server might sometimes
P / differ from the way Windows identifies drives. For example, the D: drive identified in the
&=_/ standalone Acronis True Image might correspond to the E: drive in Windows.

i m

/

3.5 Acronis Active Restore

With this feature you can boot the OS on a crashed computer before the system is
completely restored from an image and start work seconds after the restoration is
launched. The restoration will be continued in the background.

3.5.1 Limitations in using Acronis Active Restore

1. Acronis Active Restore is currently available for images located in the Acronis Secure
Zone only.

2. Acronis Active Restore does not support images of Windows Vista and Windows Server
2008. If any Vista or Windows Server 2008 edition is detected in an image, the Active
Restore option will not appear.

3. Acronis Active Restore does not work if the image contains dynamic disks and volumes.

4. Acronis Active Restore cannot be used if the image contains no operating system (a
logical partition or disk image) or when restoring file archives.

3.5.2 How it works
When the restoration procedure is started, Acronis True Image Echo Server:

1. Finds the sectors in the image which contain system files, and restores these sectors
first. First the OS is restored and can be started very quickly. Having started the OS, the
user sees the folder tree with files, though file contents still is not recovered.
Nevertheless, the user can start working.

2. Next, the application writes on the hard disk its own drivers, which intercept system
queries to the files. When the user attempts to open files or launch applications, the
drivers receive the system queries and restore the sectors that are necessary for the
requested operation.

3. At the same time, Acronis True Image Echo Server proceeds with the complete sector-
by-sector image restoration in the background. However, the requested sectors have the
highest priority.

Finally, the image will be fully restored even if the user performs no actions at all. But if
you choose to start working as soon as possible after the system failure, you will gain at
least several minutes, considering that restoration of a 10-20GB image (most common
image size) takes about 10 minutes. The larger the image size, the more time you save.
3.5.3 How to use

To be able to use Acronis Active Restore, prepare your system this way:

1. Install Acronis True Image Echo Server.
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2. Create the Acronis Secure Zone on the server hard disk (see Chapter 8. Managing the
Acronis Secure Zone).

3. Activate Acronis Startup Recovery manager (see 3.4 Acronis Startup Recovery
Manager) and create bootable media or RIS package with Acronis True Image Echo
Server (see Chapter 9. Creating bootable media).

4. Back up (image) the server’s system disk to Acronis Secure Zone (see 5.2 Backing up
disks and partitions (image backup)). You can back up other disks/partitions as well, but
the system image is mandatory.

When performing Active Restore, the current Acronis True Image Echo Server version
A always restores the entire system disk. Therefore, if your system disk consists of several
partitions, all of them must be included in the image. Any partitions which are missing

from the image will be lost.

If failure occurs, boot the server from the bootable media, or RIS server, or using F11.
Start the recovery procedure (see 6.3 Restoring disks/partitions or files from images),
select the system disk image from Acronis Secure Zone, choose Use Active Restore and
in the next window click Proceed. In a few seconds the computer will reboot to the
restored system. Log in and start work — no additional reboots or other actions are
required.

You can perform Active Restore running Acronis True Image Echo Server in Windows
operating systems as well. However, it is mandatory to have bootable media in case
Windows cannot boot.

3.6 Acronis Universal Restore

3.6.1 Acronis Universal Restore purpose

A system disk image can be deployed easily on the hardware where it was created or to
identical hardware. However, if you change a motherboard or use another processor
version — a likely possibility in case of hardware failure — the restored system could be
unbootable. An attempt to transfer the system to a new, much more powerful computer
will usually produce the same unbootable result because the new hardware is
incompatible with the most critical drivers included in the image.

Using Microsoft System Preparation Tool (Sysprep) does not solve this problem, because
Sysprep permits replacing drivers only for Plug-and-Play devices (sound cards, network
adapters, video cards etc.). As for system Hardware Abstraction Layer (HAL) and mass
storage device drivers, they must be identical on the source and the target computers
(see Microsoft Knowledge Base, articles 302577 and 216915).

Acronis Universal Restore technology provides an efficient solution for hardware-
independent system restoration by replacing the crucial Hardware Abstraction Layer (HAL)
and mass storage device drivers.

Acronis Universal Restore is applicable for:
1. Instant recovery of a failed system on different hardware
2. Hardware-independent cloning and deployment of operating systems

3. Real-to-virtual and virtual-to-real computer migration for system recovery, test and
other purposes.
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3.6.2 Acronis Universal Restore general principles
1. Automatic HAL and mass storage drivers selection

Acronis Universal Restore searches the Windows default driver storage folders (in the
image being restored) for HAL and mass storage device drivers and installs drivers that
better fit the target hardware. You can specify a custom driver repository (a folder or
folders on a network drive or CD) which will also be used for drivers search.

The Windows default driver storage folder is determined in the registry key
A S /* HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current version\DevicePath. This
S storage folder is usually WINDOWS/inf.

([

2. Manual selection of mass storage device driver

If the target hardware has a specific mass storage controller (such as a SCSI, RAID, or
Fibre Channel adapter) for the hard disk, you can install the appropriate driver manually,
bypassing the automatic driver search-and-install procedure.

3. Installing drivers for plug and play devices

Acronis Universal Restore relies on built-in plug and play discovery and configuration
process to handle hardware differences in devices that are not critical for the system
start, such as video, audio and USB. Windows takes control over this process during the
logon phase, and if some of the new hardware is not detected, you will have a chance to
install drivers for it later manually.

3.6.3 Acronis Universal Restore and Microsoft Sysprep

Acronis Universal Restore is not a system preparation tool. You can apply it to any system
image created by Acronis products, including images prepared with Microsoft System
Preparation Tool (Sysprep). The following is an example of using both tools on the same
system.

Acronis Universal Restore does not strip security identifier (SID) and user profile settings
in order to run the system immediately after recovery without re-joining the domain or re-
mapping network user profiles. If you are going to change the above settings on a
recovered system, you can prepare the system with Sysprep, image it and restore, if need
be, using Acronis Universal Restore.

3.6.4 Limitations in using Acronis Universal Restore

1. The system recovered by Acronis Universal Restore might not start if the partition
structure in the image or the target disk partitioning does not coincide with that of the
source disk. As a result, the loader, restored from the image, will point to the wrong
partition and the system will not boot or will malfunction.

Such might be the case if you:
- image only selected partitions but not the entire source disk

] Keep in mind, that the source disk may have a hidden maintenance partition created by
S the computer vendor. Therefore, if you check each partition for backup instead of
= checking the disk, this hidden partition will not be included into the image.

.'I / |'"F .'G' |l"||' Iu"

- restore not the entire source disk, but only the selected partitions. In some cases,
especially if your system resides on a partition other than the first, this can confuse the
loader and prevent the restored system from startup.

To avoid the problem, we recommend that you image and restore the entire system disk.
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7. Select the backup options (that is, backup file splitting, compression level, password
protection, pre/post backup commands etc.). You may select Use default options or
Set the options manually. If the latter is the case, the settings will be applied only to
the current backup task. Alternatively, you can edit the default options from the current
screen. Then your settings will be saved as the defaults. See 5.3 Setting backup options
for more information.

8. Provide a comment for the archive. This can help prevent you from restoring the wrong
files. However, you can choose not to make any notes. The backup file size and creation
date are automatically appended to the description, so you do not need to enter this
information.

9. At the final step, the backup task summary is displayed. Up to this point, you can click
Back to make changes in the created task. Clicking Proceed will launch the task.

10. The task progress will be shown in a special window. You can stop the procedure by
clicking Cancel.

You can also close the progress window by clicking Hide. The backup creation will
continue, but you will be able to start another operation or close the main program
window. In the latter case, the program will continue working in the background and will
automatically close once the backup archive is ready. If you prepare some more backup
operations, they will be queued after the current one.
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Acronis Create Full Backup Archive

True Image Server Fraom: Disk. 1
To File: "FriMyvBackup(1). D"
Compression: Mormal

Cperation 1 of 2
Creating partition image

Hard disk: 1

Drive letker: C:

File system: MTFS
volume label:

Size: 3.991 GB

Current operation progress:

i |

Total progress: 7 minutes remaining
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You can adjust the backup process priority. To do so, click on the process icon in the
System Tray and select Low, Normal, or High priority from the menu that appears. For
information on how to set the default priority, see 5.3.6 Backup performance.

11. You may want to see the log when the task is completed. To view the log, click the
Show Operation Logs button on the toolbar.

If you burn an archive to multiple removable media, be sure to number them, since you
will have to insert them in order during the restoration.

5.2 Backing up disks and patrtitions (image backup)

1. Start the Create Backup Wizard by clicking on the backup operation icon in the main
program window.

2. Select My Computer.

3. Select disks, partitions or dynamic volumes to back up. You can select a random set of
disks, partitions and dynamic volumes.
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Create Backup Wizard
Partitions Selection
‘¥ou can create an image of selected partitions or an entire hard disk drive.
Please select the partitions or entire hard disk drives:
2 P
Partition Flags Capacity Used Space Type
Disk 1
] RonTFS () Pri,fict. 3.991 GB 2,470 GB MTFS
[] pisk 2
D HeFAT32 (E: Pri, Ack, 7.997 GB 16,06 MB FAT32 (LBA)
Disk 3
o FAT3Z (F2) Pri,Ack., 5.995 GB 2,721 GB FATSZ
Total size: 5.191 GE
Q) Help [ < Back ][ ek = ] [ Cancel

4. Select the name and location of the archive.

If you are going to create a full backup, type the file name in the File Name line, or use
the file name generator (a button to the right of the line). If you select an existing full
backup, it will be overwritten.

Including [date] in the backup file name will add to the name the time and date of the
backup  creation formatted as <DD-Month-YYYY  HH:MM:SS>. Example:
C:\MyBackup[date].tib.

If you are going to create an incremental backup (see 3.2 Full, incremental and
differential backup), select the latest full or incremental backup you have.

—— In fact, if all incremental backup files are stored together with the basic full backup, it
doesn't matter which one you select, as the program will recognize them as a single
archive. If you stored the files on several removable disks, you must provide the latest
archive file; otherwise, restoration problems might occur.

If you are going to create a differential backup, select the full backup which will be a
base, or any of the existing differential backups. Either way, the program will create a
new differential backup.

The “farther” you store the archive from the original partition, the safer it will be in case
of data damage. For example, saving the archive to another hard disk will protect your
data if your primary disk is damaged. Data saved to a network disk, ftp server or
removable media will survive even if all your local hard disks are down. You can also use
Acronis Secure Zone (see details in 3.3 Acronis Secure Zone) for storing backups. In this
case, you need not provide the file name.

When backing up to Acronis Secure Zone, you have an option of dual destination backup.
If enabled, the program will automatically place a copy of your backup archives on a local
drive or network share. See details in 5.3.12 Dual destination backup.

Dynamic volumes are fully supported as a backup destination place. Acronis True Image
Echo Server can access backup archives, created on dynamic volumes, in standalone
(rescue) mode as well as under Windows control.
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See notes and recommendations for using the FTP server in 1.3.2 Supported storage
medja.

i I..flf'lrl."

5. Select whether you want to create a full or incremental backup. If you have not backed
up the selected disks/partitions yet, or the full archive seems too old to append
incremental changes to it, choose full backup. Otherwise it is recommended that you
create an incremental or differential backup (see 3.2 Full, incremental and differential
backup).

6. Select the backup options (that is, backup file splitting, compression level, password
protection, pre/post backup commands etc.). You may Use default options or Set the
options manually. If the latter is the case, the settings will be applied only to the
current backup task. Alternatively, you can edit the default options from the current
screen. Then your settings will be saved as the defaults. See 5.3 Setting backup options
for more information.

7. Provide a comment for the archive. This can help prevent you from restoring the wrong
disk or partition. However, you also can choose not to make any notes. The backup file
size and creation date are automatically appended to the description, so you do not need
to enter this information.

8. At the final step, the backup task summary is displayed. Up to this point, you can click
Back to make changes in the created task. Clicking Proceed will launch the task.

9. The task progress will be shown in a special window. You can stop the procedure by
clicking Cancel.

You can also close the progress window by clicking Hide. The backup creation will
continue, but you will be able to start another operation or close the main program
window. In the latter case, the program will continue working in the background and will
automatically close once the backup archive is ready. If you prepare some more backup
operations, they will be queued after the current.

= ] You can adjust the backup process priority. To do so, click on the process icon in the
E / System Tray and select Low, Normal, or High priority from the menu that appears. For
= information on how to set the default priority, see 5.3.6 Backup performarnce.

10. You may want to see the log when the task is completed. To view the log, click the
Show Operation Logs button on the toolbar.

] If you burn an archive to multiple removable media, be sure to number them, since you
/ will have to insert them in order during the restoration.

[ i

5.3 Setting backup options

To view or edit the default backup options, select Tools -> Options -> Default
Backup Options from the main program menu.

You can edit the default (or set the temporary) backup options while creating a backup
task as well.
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view and set the options for the

_;’; Appearance o
&) Notifications Default backup options
Q Event kracing

= & DeFault hackup options ‘fou can set up the options to be used by default For backups

2 " " creation, When configured, these options are applied to the
- II_"I Archive Pratection backup creation wizard Freeing vou From configuring the
- 3 Source files exchusion corresponding wizard's steps each time you create backup,

D Pre/Post commands
E]@ Database support

@ Compression level

E]@ Backup performance
@ Fast incremental/differential backup
tzﬁ Archive splitting

L'q_]' File level security settings
@ Media components

- Error handling

@ Dual destination

@ Additional settings
EJ& Default restoration options

Ql Help O ] [ Cancel

5.3.1 Archive protection
Password
The preset is no password.

An archive can be protected with a password. To protect the archive data from being
accessed by anybody except you, enter a password and its confirmation into the text
fields. A password should consist of at least eight symbols and contain both letters (in the
upper and lower cases preferably) and numbers to make it more difficult to guess.

If you try to restore data from a password-protected archive, or append an
incremental/differential backup to such an archive, Acronis True Image Echo Server will
ask for the password in a special window, allowing access only to authorized users.

Passwords cannot be set for archives created in the Acronis Secure Zone. To protect such
archives, set a password for the zone itself.

Encryption
The preset is 128 bit.

Once the password has been set, you can choose to encrypt the backup for advanced
security with industry-standard AES cryptographic algorithm. The password is used to
generate a key which may differ in length. There are 4 choices: no encryption, 128, 192
and 256-bit encryption. The more the key size, the longer time to cipher and the greater
is your data security.

5.3.2 Source files exclusion

By default, all files from the selected folders will be included in the archive.

You can set default filters for the specific types of files you do not wish to back up. For
example, you may want hidden and system files and folders, as well as files with .~,
.tmp and .bak extensions, not to be stored in the archive.

You can also apply custom filters, using the common Windows masking rules. For
example, to exclude all files with extension .exe, add *.exe. My???.exe will exclude all
.exe files with names consisting of five symbols and starting with “my”.
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This option is effective for file/folders backup only. When creating a disk/partition image,
you cannot filter out any files.

5.3.3 Pre/post commands

You can specify commands or batch files to be automatically executed before and after
the backup procedure. For example, you may want to remove some tmp files from the
disk before starting backup or configure a third-party antivirus product to be started each
time before the backup starts. Click Edit to open the Edit Command window where you
can easily input the command, its arguments and working directory or browse folders to
find a batch file.

The program does not support interactive commands, i.e. commands that require user
input (for example, “pause”.)

The backup process will run concurrently with your commands if you uncheck the Do not
perform operations until the commands execution is complete box, which is
checked by default.

5.3.4 Database support

Database servers, such as MS SQL Server and MS Exchange, can be problematic to
backup, partially due to open files and indexes and partially due to rapid data changes.
Therefore it is usually recommended that the database be suspended just before the
backup (data capture). You can suspend the database and clear all caches to ensure that
all transactions are completed at the moment of data capture. If it become necessary to
restore a damaged database, it will be restored completely and be ready to access after
recovery.

1. Volume Shadow Copy Service

Microsoft Volume Shadow Copy Service (VSS) provides the infrastructure for
backup on running systems by keeping up coordination between user applications that
update data on disk and backup applications. VSS is available in Microsoft Windows XP
and Microsoft Windows Server 2003 operating systems.

If your database is compatible with Microsoft Volume Shadow Copy Service (VSS), then
checking the Enable VSS support box in Database support window will ensure
completion of all transactions before the backup process starts. The examples of VSS-
aware databases are Exchange, Oracle, SQL Server.

2. Before/after data capture commands

However, VSS is not available in server operation systems older than Windows 2003
Server, and not all databases support VSS. In these cases, the transactions completion
can be ensured by executing batch files or scripts that pause the appropriate Windows
services and automatically resume them after data capture.

An example of a batch file, suspending the Windows services for MS Exchange:

net stop msexchangesa /y /vy

net stop “Microsoft Exchange Routing Engine”

An example of a batch file, resuming the Windows services for MS Exchange:

net start “Microsoft Exchange System Attendant”

net start “Microsoft Exchange Event”

net start “Microsoft Exchange IMAP4”
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net start “Microsoft Exchange MTA Stacks”
net start “Microsoft Exchange POP3”

net start “Microsoft Exchange Routing Engine”

Create batch files in any text editor (for example, name it pause services.bat and
resume_services.bat). Use Edit buttons to the right of Before data capture command
and After data capture command fields, to open the Edit Command window where
you can browse folders to find the respective batch files or scripts. A single command can
be specified in the same window along with its arguments and working directory.

It is critical to note that these commands, as opposed to Pre/post commands above,
will be executed before and after the data capture process, which takes seconds, while
the entire backup procedure may take much longer, depending on the amount of data to
be imaged. Therefore, the database idle time will be minimal.

Before/after data capture commands can also be used for other purposes, especially
if VSS support is enabled. You may want to suspend an application other than a database,
for example. The commands execution and the VSS actions will be sequenced as follows:

“before” commands -> VSS Suspend -> data capture -> VSS Resume -> “after”
commands.

The backup process will run concurrently with your commands if you uncheck the Do not
perform operations until the commands execution is complete box, which is
checked by default.

3. Multi-volume snapshot
The preset is disabled.

Enable the Multi-volume snapshot feature if you are going to back up data located on
multiple volumes and you must preserve its consistency (such as a database spanned
across the volumes). In this case, a single snapshot for all volumes is created, which will
be used for backup creation. When disabled, snapshots for volumes will be taken one by
one.

5.3.5 Compression level
The preset is Normal.

The data will be copied without any compression, which may significantly increase the
backup file size, if you select None as the compression level. However, if you select
Maximum compression, the backup will take longer to create.

The optimal data compression level depends on the type of files stored in the archive. For
example, even maximum compression will not significantly reduce the archive size if the
archive contains essentially compressed files, such as .jpg, .pdf or .mp3. However,
formats such as .doc or .xIs will compress more than other file types.

Generally, it is recommended that you use the default Normal compression level. You
might want to select Maximum compression for removable media to reduce the number
of blank disks required.

5.3.6 Backup performance

The three options below might have a more or less noticeable effect on the backup
process speed. This depends on overall system configuration and physical characteristics
of devices.
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1. Backup process priority
The preset is Low.

The priority of any process running in a system determines the amount of CPU usage and
system resources allocated to that process. Decreasing the backup priority will free more
resources for other CPU tasks. Increasing the backup priority may speed up the backup
process due to taking resources from the other currently running processes. The effect
will depend on total CPU usage and other factors.

2. HDD writing speed
The preset is Maximum.

Backing up in the background to an internal hard disk (for example, to the Acronis Secure
Zone) may slow other programs’ performance because of the large amounts of data
transferred to the disk. You can limit the hard disk usage by Acronis True Image Echo
Server to the desired level. To set the desired HDD writing speed for data being backed
up, drag the slider or enter the writing speed in kilobytes per second.

3. Network connection speed
The preset is Maximum.

_;':: Appearance ]
&) Notifications @ Network connection speed

Q Event tracing :
= & Default hackup options ‘fou can set the speed of transferring the data being

= i K backed up through netwark,
-5} Archive Protection

3 3 source files exclusion (3] Transferring speed stated as a percent of the
-[2] PrefPost commands "~ highest possible speed
=] @ Database support

IMinirum IMaxirmurn
@ Compression level | \ | | | | | | | \
=] @ Backup performance J
>u Backup priority
B HOD writing speed C] Transferring speed stated in kilobytes per second

LG ] tietwork connection speed
- :a Fast incremental/differential backup Selecayd
tzﬁ Archive splitting
- L'q_]' File level security settings
@ Media components
@ Error handling
&2 Dpual destination |

@) telp [ ok J[ cancel |

If you frequently backup data to network drives, think of limiting the network usage used
by Acronis True Image Echo Server. To set the desired data transfer speed, drag the
slider or enter the bandwidth limit for transferring backup data in kilobytes per second.
This setting is also applied to an FTP connection, if an FTP server is selected as backup
destination device.

5.3.7 Fast incremental/differential backup

The preset is Use fast incremental/differential backup.

Incremental/differential backup captures only changes in data occurred since the last
backup. To speed up the backup process, Acronis True Image Echo Server determines
whether the file has changed by file size and the date/time when the file was last saved.
Disabling this feature will make the program compare the entire file contents to that
stored in the archive.

This option relates only to disk/partition (image) backup.
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5.3.8 Archive splitting

Sizeable backups can be split into several files that together make the original backup. A
backup file can be split for burning to removable media or saving on an FTP server (data
recovery directly from an FTP server requires the archive to be split into files no more
than 2GB in size).

The preset is Automatic. With this setting, Acronis True Image Echo Server will act as
follows:

When backing up to the hard disk: The program will create a single archive file if the
selected disk has enough space and its file system allows the estimated file size.

The program will automatically split the backup into several files if the storage disk has
enough space, but its file system does not allow the estimated file size.

= FAT16 and FAT32 file systems have a 4GB file size limit. However, the existing hard
“ / drive’s capacity can reach as much as 2TB. Therefore, an archive file might easily exceed
E=_J this limit if you are going to back up the entire disk.

i

If you do not have enough space to store the backup on your hard disk, the program will
warn you and wait for your decision as to how you plan to fix the problem. You can try to
free some additional space and continue or click Back and select another disk.

When backing up to a diskette, CD-R/RW or DVD+R/RW: Acronis True Image Echo Server
will ask you to insert a new disk when the previous one is full.

Alternatively, you can select Fixed size and enter the desired file size or select it from
the drop-down list. The backup will then be split into multiple files of the specified size.
That comes in handy when backing up to a hard disk with a view to burning the archive
to CD-R/RW or DVD+R/RW later on.

Creating a backup directly on CD-R/RW or DVD+R/RW generally will take considerably
more time than it would on a hard disk.

i I..flf'lrl."

5.3.9 File-level security settings
Preserve files’ security settings in archives

By default, files and folders are saved in the archive with their original Windows security
settings (i.e. permissions for read, write, execute and so on for each user or user group,
set in file Properties -> Security). If you restore a secured file/folder on a computer
without the user account, specified in the permissions, you may not be able to read or
modify this file.

You can disable preserving the files’ security settings in archives to completely eliminate
this kind of problem. Then the restored files/folders will always inherit the permissions
from the folder to which they are restored (parent folder or disk, if restored to the root).

Alternatively, you can disable files’ security settings during restoration, even if they are
available in the archive (see 6.4.5 File-level security settings below). The result will be
the same - the files will inherit the permissions from the parent folder.

In archives, store encrypted files in decrypted state
The preset is disabled.

Simply ignore this option if you do not use the encryption feature available in Windows
2003 Server and Windows XP operating systems. (Files/folders encryption is set in
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Properties -> General -> Advanced Attributes -> Encrypt contents to secure
data).

Check the option if there are encrypted files in the backup and you want them to be
accessed by any user after restore. Otherwise, only the user who encrypted the
files/folders will be able to read them. Decryption may also be useful if you are going to
restore encrypted files on another computer.

These options relate only to file/folders backup.

5.3.10 Media components
The preset is disabled.

When backing up to removable media, you can make this media bootable by writing to it
additional components. As a result, you will not need a separate rescue disk.

Choose the basic components necessary for boot and restoring data on the General tab.

The Acronis One-Click Restore is a minimal addition to the image archive, stored on
removable media, allowing one-click disk recovery from this archive. This means that at
boot from the media and clicking “restore” all the data contained in the image will be
silently restored.

Because the one-click approach does not presume user selections, such as selecting

A partitions to restore, Acronis One-Click Restore always restores the entire disk. Therefore,
if your disk consists of several partitions and you are planning to use Acronis One-Click
Restore, all the partitions must be included in the image. Any partitions missing from the
image will be lost.

If you want more functionality during restoration, write a standalone version of Acronis
True Image Echo Server to the rescue disk. Then you will be able to configure the
restore task using Restore Data Wizard, use Acronis Active Restore or Acronis Universal
Restore.

The Advanced tab lets you select full, safe or both Acronis True Image Echo Server
loader versions. The safe version does not have USB, PC card or SCSI drivers and is
useful only in cases where the full version does not load. If you want the computer,
booted from the media to be accessible for remote control with Acronis True Image
Management Console, add Acronis Bootable Agent to the media. If you have other
Acronis products, such as Acronis Disk Director Suite, installed on your computer, the
bootable versions of these programs’ components will be offered as Advanced as well.

5.3.11 Error handling
1. Ignore bad sectors

The preset is disabled.

With the default setting, the program will display a pop-up window each time it comes
across a bad sector and ask for user decision whether to continue or stop the backup
procedure. In order to back up the valid information on a rapidly dying disk, enable
ignoring bad sectors. The rest of the data will be backed up and you will be able to mount
the image and extract valid files to another disk.

2. Do not show messages and dialogs while processing (“silent” mode)
The preset is disabled.
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Chapter 6. Restoring the backup data

6.1 Considerations before recovery

6.1.1 Restore under Windows or boot from CD?

As mentioned above (see 2.4 Running Acronis True Image Echo Server), Acronis True
Image Echo Server can be run in several ways. We recommend that you first try to
restore data running Acronis True Image Echo Server under Windows because this
method provides more functionality. Boot from the bootable media or use the Startup
Recovery Manager (see 3.4 Acronis Startup Recovery Manager) only if Windows does not
load.

The boot CD from which you loaded the program does not keep you from using other CDs
with backups. Acronis True Image Echo Server is loaded entirely into RAM, so you can
remove the bootable CD to insert the archive disk.

Be careful! Disk letters in standalone Acronis True Image Echo Server might sometimes
differ from the way Windows identifies drives. For example, the D: drive identified in the
standalone Acronis True Image Echo Server might correspond to the E: drive in Windows.

If a backup image is located on bootable media, you might have a choice of using Acronis

A One-Click Restore. This operation always restores the entire physical disk. Therefore, if
your disk consists of several partitions, the partitions that are missing from the image will
be lost. Please make sure that the image contains all disk partitions or you do not need
the partitions that are not imaged before using Acronis One-Click Restore. For more
information on Acronis One-Click Restore, see 5.3.10 Media components.

6.1.2 Network settings in rescue mode

When booted from removable media, RIS server or by Startup Recovery Manager, Acronis
True Image Echo Server may not detect the network. This can occur if there is no DHCP
server in your network or if your computer address was not identified automatically for
some reason.

To enable a network connection, specify network settings manually in the window
available at Tools -> Options -> Network adapters.

Network Settings

hange network connection settings.

= Network adapters Metwork adapter: PCneti2 or PCnetPCl based &
sty Hardware address:  00:0C:29:03:54:20
Status: 0 Mbps. Full-Duplex,

Cahle connected

Media type: Use Auto-egotiation

Used
IP address: 192.168.5.130

Subnet mask:
DMNE suffix: E!Dca.t.laomari"n
Default gateways: [ -

| | [ = |

[ [0];8 H Cancel ]
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Restore Data Wizard

Restoration Type Selection

type of backup at

Select one of the following restoration types:
@1

O Restore disks or partitions

O Restare specified files or Folders

— Description

Select this item if wou want ko restore your computer's system partition using a presviously
created bookable image and want ko skart using wour computer withauk waiting the restaration
process completion,

With Acronis Snap Restore yvou can restore wour computer From the image and can skart
working in seconds while your system is still being restored,

Q)HE“J < Back ][ ek = ] [ Cancel

Restore specified files or folders

With this selection, you will be further offered to select where to restore selected
folders/files (original or new location), choose files/folders to be restored and so on.
These steps look like those in file archive restore. However, watch your selection; if you
want to restore files instead of disk/partition, uncheck the unnecessary folders. Otherwise
you will restore a lot of extra files. Then you will be taken directly to Restoration
Summary screen (6.3.14 Restoration summary and executing restoration)

Restore disks or partitions

Having selected a usual way of disks/partitions recovery, you will have to make all
settings described below.

Using Active Restore

When restoring a system disk/partition image (except for Windows Vista images) from
Acronis Secure Zone, you will have the third choice — to use Acronis Active Restore.
Having selected this option, you will proceed directly to the summary window (6.3.14
Restoration summary and executing restoration). A few seconds after pressing Proceed,
the computer will reboot to the restored system. Log in and start work — no more reboots
or other actions are required. For more about Acronis Active Restore, see 3.5 Acronis
Active Restore.

When performing Active Restore, the Acronis True Image Echo Server always restores

A the entire system disk. Therefore, if your disk consists of several partitions, the partitions
which are missing from the image will be lost. Please make sure that the image contains
all disk partitions or you do not need the partitions that are not imaged before using
Acronis Active Restore.

However, you can choose an ordinary way of restoration for that image. This will allow
you to make changes to the restored partition that would not be possible when using
Acronis Active Restore.

Finally, if you are not going to recover the system, but only want to repair damaged files,
select Restore specified files or folders.
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6.3.4 Selecting a disk/partition to restore

The selected backup can contain images of several partitions or even disks. Select which
disk/partition to restore.

Restore Data Wizard
Partition or Disk to Restore
Select a partition or a hard disk drive ko restare,
Please select & pattition or a whale hard disk drive ta restare.
2 o G
Partition Flags Capacity Free Space Type
Disk 1
Sl MTFS (1) Pri, st 3.991 GB 1.518 GE NTFS
[¥] <@MER and Track 0 MER and Track 0
Q} Help [ « Back. ][ et = ] [ Cancel ]

Disks and partitions images contain a copy of track 0 along with the MBR (Master Boot
Record). It appears in this window in a separate line. You can choose whether to restore
MBR and track O by checking the respective box. Restore the MBR if it is critical to your
system boot.

6.3.5 Restoring NT disk signature

Windows NT disk signature is a record in MBR that keeps information about all the
partitions on any disk ever connected to the computer under that operating system.

When restoring MBR along with a disk backup, choose what the program must do with a
disk signature:

Create new
The program will generate a new disk signature for the recovered drive.

Set this option when you are restoring an image backup on another hard drive (i.e.
cloning the volume, not recovering the corrupted one). If the option is not set, the cloned
disk will not be able to boot independently without the source drive after the cloning
process is complete. This happens because during Windows startup the loader checks disk
signatures of all connected drives. If two identical disk signatures are found, the loader
changes the signature of the cloned drive. But the loader cannot modify the cloned drive’s
registry. The MountedDevices registry values of the cloned drive store the disk signature
of the original drive. Thus, the cloned disk will not be available if the original disk is
disconnected.

Recover from backup
The program will replace the existing disk signature with the one from the backup.

Set this option when you are performing a disaster recovery restoration. Recovering a
disk signature will allow you to:
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6.3.13 Setting restore options

Select the options for the restoration process (that is, pre/post restoration commands,
restoration process priority etc.). You may Use default options or Set the options
manually. If you set the options manually, the settings will be applied only to the current
restore task. Alternatively, you can edit the default options from the current screen. Then
your settings will be saved as default. See 6.4 Setting restore options for more
information.

6.3.14 Restoration summary and executing restoration

1. At the final step, the restoration summary is displayed. Up to this point, you can click
Back to make changes in the created task. If you click Cancel, no changes will be made
to disk(s). Clicking Proceed will launch the task execution.

2. The task progress will be shown in a special window.

You can stop the procedure by clicking Cancel. However, it is critical to note that the
target partition will be deleted and its space unallocated — the same result you will get if
the restoration is unsuccessful. To recover the “lost” partition, you will have to restore it
from the image again.

If Acronis Universal Restore finds no Hardware Abstraction Layer (HAL) or mass storage
devices drivers compatible with the new hardware in all available sources, you will be
prompted to browse to a network share drive or insert a floppy disk or CD with the
necessary drivers. Upon starting Windows, it will initialize the standard procedure for
installing new hardware. At this point, you will be able to specify drivers for devices if
Windows cannot find them automatically.

6.4 Setting restore options

To view or edit the default restore options, select Tools -> Options -> Default
Restoration Options from the main program menu.

You can edit the default (or set the temporary) restore options while creating a restore
task as well.

_;':: Appearance

. Motifications E} Default restoration options

@ Event tracing .

Default backup opt ‘fou can set the options to be used by default For data

: & Sl A A restoration, When configured, these options are applied
to the restore data wizard, freeing you From configuring
Files to exclude From restoration the corresponding wizard's steps each time wou restare
>ﬁ Files overwriting mode data.

D Pre/Post commands

- Restoration priority

(&} File level security settings

&) additional settings

ER ™} Cefault restoration options

()/l Help O ] [ Cancel
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6.4.1 Files to exclude from restoration
The preset is Restore all files.

You can set the default filters for the specific types of files that are not to be restored.
Use the common Windows masking rules. For example, to exclude all files with extension
.exe, add *.exe. My???.exe will exclude all .exe files with names, consisting of five
symbols and starting with “my”.

This option is effective only when restoring files from file/folders archives. When restoring
files from a disk/partition image, you cannot filter out any files.

6.4.2 Files overwriting mode

This option allows you to keep useful data changes made since the backup being restored
was done. Choose what to do if the program finds in the target folder a file with the same
name as in the archive.

Overwrite existing file — this will give the archived file unconditional priority over the
file on the hard disk.

Overwrite existing file if it is older — this will give the priority to the most recent file
modification, whether it be in the archive or on the disk.

Do not overwrite existing file — this will give the file on the hard disk unconditional
priority over the archived file.

This option is effective only when restoring files from file/folders archives.

6.4.3 Pre/post commands

You can specify commands or batch files to be automatically executed before and after
the restore procedure. Click Edit to open the Edit Command window where you can
easily input the command, its arguments and working directory or browse folders to find a
batch file.

The program does not support interactive commands, i.e. commands that require user
input (for example, “pause”.)

The backup process will run concurrently with your commands if you uncheck the Do not
perform operations until the commands execution is complete box, which is
checked by default.

6.4.4 Restoration priority
The default setting — Low.

The priority of any process running in a system determines the amount of CPU usage and
system resources allocated to that process. Decreasing the restoration priority will free
more resources for other CPU tasks. Increasing of restoration priority may speed up the
restore process due to taking resources from the other currently running processes. The
effect will depend on total CPU usage and other factors.

6.4.5 File-level security settings

The preset is Restore files with their security settings.

If the files’ security settings were preserved during backup (see 5.3.9 File-level security
settings), you can choose whether to restore files’ security settings or let the files inherit
the security settings of the folder where they will be restored.
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This option is effective only when restoring files from file/folders archives.

6.4.6 Specifying mass storage drivers

This option appears only in those computers’ options, where Acronis Universal Restore is
installed.

Acronis Universal Restore is an option to Acronis True Image Echo Server. It should be
purchased separately and installed from a separate setup file. For more information see
3.6 Acronis Universal Restore.

_;4 Appearance
'v’ Motifications @) Specifying Mass Storage Drivers

@l Event traci '
] Q Vert tracing If yvou have a mass storage controller (such as a SCSI,

& Default backup options RAID, or Fibre Channel adapter) for vour hard disk, ywou
= & Default restoration options can install this driver manually, bypassing the automatic
'3 Files to exclude fram restoratian driver search-and-install procedure,

! Files overwriting mods Use this option only if the automatic search-and-install
D Pre/Post commands procedure was unsuccessful,

u Restoration priority
File level security settings

Search removable media for device drivers

[] search For device drivers in the Following locations:

Specifying Mass Starage Drivers

@ Additional settings | TR add... |
.
| =J4 Remove |
| =sJ Remave Al |

@ Help [ O ] [ Cancel ]

Here you can specify a path to the driver repository on a network drive or CD where
Acronis Universal Restore will search for drivers at restoring a system disk on dissimilar
hardware. If several paths are specified, the program will scan all locations and choose
the most suitable driver.

6.4.7 Additional settings
1. Set current date and time for the restored files

The preset is enabled.

Choose whether to restore files’ date and time from the archive or assign the files the
current date and time.

2. Before data is restored from the archive, Acronis True Image Echo Server can check its
integrity. If you suspect that the archive might have been corrupted, select Validate
backup archive before restoration.

To check archive data integrity you must have all incremental and differential backups
belonging to the archive and the initial full backup. If any of successive backups is
missing, validation is not possible.

v ==

3. Having restored a disk/partition from an image, Acronis True Image Echo Server can
check the integrity of the file system. To do so, select Check file system after
restoration.

Verification of the file system is available only when restoring disk/partitions under
Windows and for FAT16/32 and NTFS file systems.
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4. Restore file and folders without full path
The preset is disabled.

When enabled, files and folders are restored directly to the folder that you specified as a
target folder. When disabled, the full path to the files and folders that exists in the backup
will be reproduced within the target folder.

5. Change SID after restoration is finished
The preset is disabled.

Acronis True Image Echo Server can generate a unique security identifier (SID) for the
restored system. You do not need a new SID when restoring a system on the same
computer where the image was taken from or when creating a full duplicate that will
replace the original system. Generate a new SID if the original and the restored systems
will work concurrently in the same workgroup or domain.

6. Restart the machine automatically

The preset is disabled.

Sometimes one or more reboots may be required during the restoration process. With this
option enabled, the program will not ask you for permission to reboot now or later, but
immediately reboots the machine.

7. Use FTP in active mode

The preset is disabled.

Previous versions of the software required usage of passive mode for the target FTP
server and usage of TCP and UDP ports 20 and 21 on the source computer. The current
version has no such limitations: you can use either active or passive mode.

Check this option if the FTP server where the target backup is stored uses active mode
and specify the port number in the FTP port number field.

It is recommended that you change the source computer firewall settings to disable the
Routing and Remote Access Windows service.

6.4.8 Error handling

1. Do not show messages and dialogs while processing (“silent” mode)

The preset is disabled.

With the silent mode enabled, the program will not display interactive windows. Instead,
it will automatically handle situations requiring user intervention. No prompts will be
displayed, including those for inserting removable media or the next tape. If an operation
cannot continue without user action, it will fail. Details of the operation, including errors,
if any, could be found in the operation log.

2. If an error occurs, re-attempt in (minutes)

The preset is enabled.

When the backup location on the network is not available or not reachable, the program
will attempt to reach the location at the specified time interval.

6.5 Creating dynamic disks and volumes

Acronis True Image Echo Server must obtain exclusive access to the disks to perform
operations with disks and volumes. This means no other applications can access it at that
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time. Please close all other applications that use the disks (such as Windows Disk
Management) before starting the dynamic volume creation wizard.

6.5.1 Creating dynamic volumes

Acronis True Image Echo Server can perform this operation in standalone (rescue) mode
as well as under Windows control. Having booted to the Acronis environment, you can
easily prepare the desired dynamic group on bare metal or a computer with a non-
Windows operating system.

The operation supports both dynamic disks and MBR or GPT basic disks. Basic disks will
be converted to dynamic.

All data contained on the basic disk and the basic disk partitioning will be lost. On
dynamic disks, only unallocated space will be used for the new volume.

An MBR basic disk must have at least 1MB of free space at the end of the disk for the
dynamic disk database.

To create a dynamic volume:
1. Close all applications that use the disk(s) on which the volume is to be created.

2. Start the Dynamic Volume Creation Wizard by selecting Tools -> Create Dynamic
Volume in the main program menu.

3. Select basic, dynamic or newly connected disks on which the dynamic volume will be
created. Dynamic disks are selected by default. You can deselect any, if need be, later in
the wizard.

If you tick off disks other than dynamic, these will be converted to dynamic disks and
included in the dynamic group. However, this will be done when the operation starts.
While you are using the wizard, no changes are made to disks.

<€ Dynamic Yolume Creation

Destination Hard Disks

Select vour hard disks From the list below.

Diisk. Disk Type | Yaolumes Caparity Maodel Interface  Fres
D Disk 1 Basic EFs () 5.000 GE YMware, WMware Yirkual 51.0 SCSI 5.000 GB
Disk 2 Dwnamic 5,000 GE YMware, WMware Yirkual 51.0 SIZ5I 7,007 GB
Disk.3  Dynamic 6,000 GB ¥Mware, ¥Mware Yirtual 51.0 331 5,995 GE
Q) ﬂe|p [ < Back ][ Mext = ] [ Cancel ]

4. Select the type of dynamic volume that will be created: simple/spanned, striped,
mirrored or RAID 5.

5. Specify amount of space that the dynamic volume will occupy on each of the selected
disks. The value you set is adjusted to the selected volume type.
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For a spanned volume, amount of space on each disk is selected independently. If only
one disk is selected, a simple volume is created.

Striped, mirrored and RAID 5 volumes imply even distribution of data between disks.
Therefore, the volume must occupy the same space on each disk. If you set different
values, your latest setting will be applied to all the disks. If the set value is more than
unallocated space on any disk, the minimal available space amount will be applied to all
the disks. The resulting volume size is displayed under the disk selection field.

At this step, you can deselect disks that you do not want to be included in the volume.

<€ Dynamic ¥olume Creation

Disk Selection

Select dynamic disks on which vou want to create the dynamic volume and set size of the volume ko be

| Select: Al None | "
Specify amount of space that the dynamic volume will
Disk Free arccupy on the selected disk.
Disk 1 3.000 GB
Disk 2 0 bytes
Wolume bype: Simplefspanned

Allocated on the disk: 3,999 GE o

/ ' Warning! The whale disk will be converted ta dynamic. Al
/= source partitions on the selected disk wil be lost,

|Tota| size of the volume: 3,999 GB |

Q}ﬂelp < Back ][ Mext = ] [ Cancel

6. Click Proceed in the summary window.

On completion of operations, the dynamic volumes are unformatted and have no letters
assigned. You will be able to assign the letters using Windows Disk Management tool after
restoring Windows on the created volumes.
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Then, with the /preserve mbr option, the restored partition’s entry
will occupy the upper empty position in the target disk MBR. Thus,
the target disk MBR is preserved. If not specified, the restored
partition’s entry will occupy the same position as in the source disk
MBR saved in the image. If the position is not empty, the existing
entry will be moved to another position.

The following options are available when using the Acronis Universal Restore add-on to Acronis True
Image Echo Server. For more information see 3.6 Acronis Universal Restore.

/ur_path: [path]
/ur_username: [user]
/ur_ password: [pwd]

Specifies using Acronis Universal Restore and the path to the drivers
storage.

/ur driver: [inf-filename]

Specifies using Acronis Universal Restore and the mass-storage
driver to be installed.

Filerestore

/target folder: [target
folder]

Specifies a folder where folders/files will be restored (a target
folder). If not specified, the original path is re-created from the
archive.

/overwrite: [older | never
| always]

This option allows you to keep useful data changes made since the
backup being restored was done. Choose what to do if the program
finds in the target folder a file with the same name as in the
archive:

older - this will give the priority to the most recent file
modification, whether it be in the archive or on the disk.

never - this will give the file on the hard disk unconditional
priority over the archived file.

always - this will give the archived file unconditional priority
over the file on the hard disk.

If not specified, the files on the disk will always be replaced
with the archived files.

/restore_security: [on |
off]

Specifies whether to restore files’ security attributes (default) or the
files will inherit the security settings of the folder where they will be
restored.

/original date:[on | off]

Specifies whether to restore files’ original date and time from the
archive or assign the current date and time to the restored files. If
not specified, the current date is assigned.

Consolidate

/target filename: [file
name]

Specifies the path to and name of the archive copy to be created. If
there are two or more backups (pits) in the copy, numbers will be
added to their names.

/include pits: [pits
numbers]

Specifies the backups (pits) to be included in the archive copy. To
get the numbers of pits, use /pit_info. Separate multiple values
with semicolon, for example:

/include pits:2,4,5

/net_src_user: [username]

Specifies the username for logon to network share to access the
source archive

/net_src_user: [password]

Specifies the password for logon to network share to access the
source archive
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/net_user: [username]

Specifies the username for logon to network share to save the
resulting archive

/net_user: [password]

Specifies the password for logon to network share to save the
resulting archive

Convert

/target filename: [file
name]

Specifies the path to and name of the virtual disk file to be created.
The file extension corresponds to the type of the virtual machine to
which the virtual disk will be added:

VMware virtual machine - .vmdk
MS virtual machine and Citrix XenServer - .vhd
Parallels virtual machine - .hdd.

/harddisk: [disk number]

Specifies the hard disks to convert by numbers. For each disk, a
separate virtual disk will be created.

By specifying
/harddisk:DYN
you will convert all dynamic volumes that present in the system.

/vm_type: [vmware |esx |Micro
soft |parallels]

The type of the virtual machine to which the virtual disk will be
added.

/ur

Use when converting image of a disk, containing Windows, and the
resulting virtual disk is supposed to be bootable. With this key, the
program will add drivers, necessary for the virtual machine type
selected with /vm_type key, to the resulting virtual disk. If the
image was taken from a virtual machine of the same type, normally
the key is not needed.

Drivers for the virtual machine reside in the storage, defined by the
registry key
HKEY_LOCAL_MACHINE\SOFTWARE\Acronis\UniversalRestore\Drive
rsPackPath. In case the storage has been moved, please change the
key or use the command /ur path: [path] .

/ur_path: [path]

The same as /ur with custom path to the virtual machine drivers
storage.

List

/filename: [file name]

With this option, the image contents is displayed.

When listing image contents, partition numbers may not coincide
with those in the drives/partitions list, if the image does not contain
all the disk partitions. For example, if the image contains partitions
2-3 and 2-5, they will be listed as 2-1 and 2-2.

If the deploy /partition command cannot find a partition in the

image by its physical number, use /partition:<number in the
image> /target partition:<physical number of the target

partition> keys. For the above example, to restore partition 2-5
to its original place use:

/partition:2-2 /target partition:2-5

Explore

/partition: [partition
number]

Specifies a list of partitions to be mounted as virtual drives. Without
this option, all partitions stored in the image will be mounted.

To obtain the partition number for this option, list the image
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contents with the /list/filename command an use the number
from the Idx column.

/letter

/letter:X

Assigns letters to the mounted drives. This option is used with
/partition option only.

Specifies the virtual drive to be disconnected by letter.

/letter:all

/password: [password]

Disconnects all virtual drives.

Sets a password for the Acronis Secure Zone.

/harddisk:X

Specifies the hard disk number where the Acronis Secure Zone will
be created.

/size: [ASZ size in sectors
| unallocated]

Sets the Acronis Secure Zone size (in sectors).

If not specified, the size is set as an average between the maximal
(unallocated space plus free space on all partitions selected with the
/partition option) and minimal (about 35MB) values.

Either way, the program will first use the unallocated space. If there
is not enough unallocated space, the selected partitions will be
decreased. Resizing of locked partitions requires a reboot.

With “unallocated”, the zone will use all unallocated space on the
disk. Partitions will be moved, if necessary, but not resized. Moving
of locked partitions requires a reboot. The /partition option is
ignored.

/asz_activate

/password: [password]

/partition: [partition
number]

/harddisk: [disk number]

Activates the Acronis Startup Recovery Manager. The option will not
take effect if the system partition is resized during Acronis Secure
Zone creation. In that case, use the separate /asz activate
command.

Specifies a password for the Acronis Secure Zone.

Specifies partitions to which free space will be added after the
Acronis Secure Zone is deleted. If you specify several partitions, the
space will be distributed proportionally to each partition’s size.

Specifies a source hard disk which will be cloned to the new hard
disk.

/target harddisk: [disk
number]

Specifies the target hard disk humber where the source hard disk
will be cloned.

15.1.4 Trueimagecmd.exe usage examples

1. Image disks and partitions

trueimagecmd /create /filename:"C:\Test\1l.tib" /partition:2-

1,1-3
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e This will create an image named 1.tib of the partitions 2-1 and 1-3. The image will be
saved to the C:\Test\ folder.

trueimagecmd /create /asz /partition:2-1,1-3

e This will create an image of the partitions 2-1 and 1-3 in the Acronis Secure Zone.

trueimagecmd /create /filename:"\Test\1l.tib" /partition:2-

1,1-3 /file partition:3-1

e This will create an image named 1.tib of the partitions 2-1 and 1-3. The image will be
saved in the folder \Test on partition 3-1.

trueimagecmd /create /filename:"C:\Test\1l.tib"
/password:gwerty /harddisk:2 /reboot /raw /incremental
/compression:5 /split:640 /progress:off

e This will append an incremental image to the image named 1.tib of hard disk 2. The
image will be saved to C:\Test\ folder, protected with password “gwerty”, split into
parts of 640MB, and contain all cluster data. Image compression level is 5. The server
will be rebooted after the operation is completed.

trueimagecmd /create /partition:2-1
/filename:\\serverl\folder\arc.tib /net user:userl
/net_password:pwl /log:\\server2\dir\logl.log

/log net user:user2 /log net password:pw2

e This will create an image of partition 2-1 named arc.tib in the shared folder
\\serverl\folder. The operation log file logl.log will be saved on another share
\\server2\dir\. Credentials for both shares are provided.

trueimagecmd /create /partition:2-1
/filename:ftp://server/folder/archive.tib /ftp user:usrl
/ftp password:pswdl

e This will create an image of partition 2-1 in the archive.tib file located on the FTP
server.

2. Restore disks and partitions
trueimagecmd /deploy /filename:"C:\Test\1l.tib" /partition:2-1
e This will restore partition 2-1 from image 1.tib.

trueimagecmd /deploy /filename:"C:\Test\1l.tib"
/password:gwerty /harddisk:2

e This will restore hard disk 2 from image 1.tib, protected with password ‘qwerty’.

trueimagecmd /deploy /filename:"C:\Test\1l.tib" /partition:2-1
/target partition:1-1

e This will restore partition 2-1, stored in image 1.tib, to partition 1-1.

trueimagecmd /deploy /filename:"C:\Test\1l.tib" /partition:2-1
/target harddisk:3 /start:63 /size:64000 /type:logical

e This will restore partition 2-1, stored in image 1.tib, to hard disk 3. A new logical
partition will be created on disk 3 from 63 to 64000 sector.
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trueimagecmd /deploy /filename:z:\Server30Cdrive.tib
/partition:1-1 /target partition:2-1 /type:active
/password:123gwe

e This will restore partition 1-1, stored in image Server30Cdrive.tib, protected with
password ‘123qwe’, to partition 2-1. The restored partition will be of active type.

trueimagecmd /deploy mbr /harddisk:1 /asz:2 /index:3
/password:pswd

e This will restore MBR from the image of hard disk 1 to the same hard disk 1. The
image is contained in the backup 3rd created in the archive number 2, located in
Acronis Secure Zone that is protected with the ‘pswd’ password.

trueimagecmd /deploy mbr /harddisk:1 /target harddisk:2
/filename:ftp://server/folder/arc.tib /ftp user:fuser
/ftp password:fpswd

e This will restore MBR from the image of hard disk 1 to the hard disk 2. The image is
contained in the arc.tib file located on the FTP server.

3. Back up files

trueimagecmd /filebackup /filename:E:\Backups\Myproject.tib
/include:D:\Workarea\MyProject /exclude names:
D:\Workarea\MyProject\0ld /exclude hidden

e This will back up files from the MyProject folder residing in D:\Workarea, except for
files in the Old subfolder and hidden files, to the file Myproject.tib and save this file in
E:\Backups folder.

4. Restore files

trueimagecmd /filerestore /filename:E:\Backups\Myproject.tib
/original date

e This will restore all files from E:\Backups\Myproject.tib to the original folder and
assign the files the original date and time. Since the /overwrite option is not
specified, the latest files modifications will be replaced with the original ones.

5. Consolidate backups

trueimagecmd /pit info /filename:\\smbsrv\Archives\Kons.tib

e This will display the numbered list of backups, contained in the archive Kons.tib
residing on the network share \\smbsrv\Archives\.

C:“Program Filez“Acronis“TruelmageEchoServertrueimagecmd ~pit_info sFfilename ™™
srvwelenal~kons.tib
Pit number: 1
type: image; kind: base; date: 6-2772087 11:39:18 AM
Pit number: 2
type: image; kind: incremental; date: 6272087 11:43:13 AM
Pit number: 3

type: image; kind: incremental; date: 672720687 11:-44:84 AM
Pit numbher:

type: image; kind: incremental; date: 62772007 11:-48:22 AM
Pit numbher: 5

type: image; kind: incremental; date: 627720687 11:568:32 AM

Operation has succeeded.
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trueimagecmd /consolidate
/filename: \\smbsrv\Archives\Kons.tib
/target filename:D:\Kons new.tib /include pits:2,4,5

e This will create on the disk D: an archive consisting of three files Kons_new:.tib, (pit 2
of the archive \\smbsrv\Archives\Kons.tib, former \\smbsrv\Archives\Kons2.tib)
Kons_new?2.tib (pit 4, former \\smbsrv\Archives\Kons4.tib) and Kons_new3.tib (pit 5,
former \\smbsrv\Archives\Kons5.tib).

6. Convert an image to virtual disk

trueimagecmd /convert /filename:C:\MyBackup.tib
/target filename:C:\MyHDD.vmdk /vm type:vmware /harddisk:1,3

e This will convert images of disks 1 and 3, contained in the file C:\MyBackup.tib, to the
virtual disks C:\MyHDD.vmdk and C:\MyHDD2.vmdk for using with VMware type
virtual machines.

7. List

trueimagecmd /list

e This will list available partitions.

trueimagecmd /list /asz

e This will list contents of the latest image located in Acronis Secure Zone.

8. Acronis Secure Zone: managing backups by archive numbers
trueimagecmd /asz_content

e This will list the Acronis Secure Zone size, free space and contents.

- Comm 18]

C:Program Files“AcronissTruelmageEchoServeritrueimagecmd sasz_content
ASZ size: 34439215104 hyte

ASZ free space: 34409676800 hyte

ARCHIVE number: 1

index: 1; type: file, bhasze; creation time: 4-2-/2007 3:52 PM
ARCHIVE number:

index: 13

index: 2; type: file, incremental; creation time: 4-/4-/2007 6:31 PM

type: file,., bhase; creation time: 4-2/2007 4:04 PM

index: type: file, incremental; creation time: 4-4-2007 6:32 PHM

In our example, the Acronis Secure Zone contains two archives. The older archive #1
consists of one full (base) file-level backup created on 4/2/2007 at 3:52. The second
archive contains a base file-level backup with two increments. You can restore data from
any backup as follows:

trueimagecmd /filerestore /asz:2 /index:2 /target folder:e:

e This will restore files and folders from the backup created on 4/4/2007 at 6:31 PM
with their original paths to the root of partition E.

trueimage /list /filename:asz://2 /index:3 /password:aszpw
which is equal to:
trueimagecmd /list /asz:2 /index:3 /password:aszpw

e This will list content of the backup 3™ created in the archive number 2, located in
Acronis Secure Zone that is protected with the ‘aszpw’ password.

9. Acronis Secure Zone: managing backups by file names
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trueimagecmd /asz_files /password:aszpw

e This will list the Acronis Secure Zone size, free space and contents using generated
filenames.

¢ Command Prompt

C:“Program Files~Acroniz“TruelmageEchoServer>*trueinagecmd ~sas=z_files /passwurd:al!
EEEY

ASZ size: 5387526144 byte

ASZ free space: 4363010848 hyte

FILE name: AAAZ.TIB; size: 56414317 byte

type: image, base; creation time: 2-16-2087 3:43:34 PM

type: image, incremental; creation time: 4252087 11:44:47 AM
name: FAAA.TIB; size: 3125558 hyte

type: file. hase; creation time: 8-22/2806 12:28:48 PH

name: FAAB2.TIB; size: 5147 bhyte

type: file. base; creation time: 8-14-2007 2:17:4% PM

type: file. incremental; creation time: 8-14/.2007 2:19:43 PM

In our example, the Acronis Secure Zone contains three archives.

The archive AAA2 (2 stands for number of backups in the archive) consists of:
- full (base) image backup created on 2/16/2007 at 3:43

- incremental backup created on 4/25/2007 at 11:44.

The archive FAAA (F means that this is a file-level archive) contains one base file-level
backup.

The archive FAAB2 (B means that this is the second file-level archive in the zone) consists
of:

- full (base) file-level backup created on 8/14/2007 at 2:17
- incremental backup created on 8/14/2007 at 2:19.

trueimagecmd /filerestore /filename:asz//FAAA
/target folder:e: /password:aszpw

e This will restore files and folders with their original paths from the sole base backup
FAAA to the root of partition E.

C:“Program Files“Acronis~TruelmaveEchoServer>trueimagecmd ~filerestore ~filename
tasz://FARA starget_folder:el Apassword:-aaa
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Operation has succeeded.

10. Acronis Secure Zone: deleting backups

trueimagecmd /asz delete files /password:aszpw
/filename:FAAB.tib

e This will delete the most recent backup in the FAAB archive.
In our example (7), the incremental backup created on 8/14/2007 at 2:19 will be deleted.

The next execution of the same command will delete the base FAAB backup. By
continuing with the FAAA and AAA names, you can clear the Acronis Secure Zone except
for the last remaining base backup that cannot be deleted.

11. Clone

trueimagecmd /clone /harddisk:2 /target harddisk:3
e Clone hard disk 2 to hard disk 3.

12. Explore image
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trueimagecmd /explore
/filename: \\myserver\backup\mybackup.tib /net user:john
/net password:gwerty

e This will connect all images, stored in file mybackup.tib on the network drive, as
virtual drives.

15.1.5 Ebasrvdb.exe tool: generate an XML file with the backup
mapping details

Syntax:

EBaSrvDB.exe /filename:<path to the XML file>

The purpose of this tool is to provide a way to understand the mapping between a
specific backup done on a specific computer at a specific time and the name of the file
stored on the backup server. While this information can be useful in case of disaster
recovery, it should not be used to manipulate directly the file stored on the backup server.
Doing so may lead to inconsistencies in the backup server management and result in
turning the archives unusable through backup server or even directly.

The EBaSrvDB.exe tool has to be executed on the same machine where the Backup
Server resides. The generated XML file can be located anywhere as long as the
EBaSrvDB.exe tool has the write access to it.

If a file with the same name already exists at the target location, it will be overwritten
without any warnings.

15.1.6 Adv_report.exe: areport generation tool

Syntax:

adv_report.exe c:\<filename>.zip

The tool gathers system information and packs it into a zip archive. The collected
information will help Acronis Support to provide quick and efficient response.

Specify the file name and the path where the tool will save the generated report. If the
name and path are not specified, the AdvReport tool will save the report in C:\Program
Files\Common Files\Acronis\AdvReport\adv_report.zip

By default the tool is located in
C:\Program Files\Common Files\Acronis\AdvReport.
Adv_report.exe [arguments]

-help - outputs help information about Adv_report.exe commands.

15.1.7 Command-line mode usage under DOS

For use in the MS-DOS-compatible environments Acronis True Image Echo Server includes
the TrueImageCmdDos.exe which is located in the folder where Acronis True Image
Echo Server has been installed, by default it is

C:\Program Files\Acronis\TruelmageEchoServer.
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15.2 Scripting

15.2.1 Script execution parameters

Scripts are executed by the TrueImageTerminal.exe utility located in the Acronis True
Image Echo Server installation folder (i.e. C:\Program
Files\Acronis\TruelmageEchoServer). This utility is also used to monitor backup progress.

TruelmageTerminal execution parameters:

TrueImageTerminal.exe [arguments]

Arguments include the following:

/help — outputs help information about TruelmageTerminal.exe parameters.

/progress — outputs progress of backup operations run either from Acronis True Image
Echo Server graphics user interface, or from the script.

/execute: [script file name] — executes a script. If there are several scripts to be
executed, they are queued. An example for executing MyBackup.tis script:

TrueImageTerminal .exe /execute:C:\MyBackup.tis

/nowait - an optional script execution argument. Enables to terminate
TruelmageTerminal before backup is finished. Example:

TrueImageTerminal /execute:C:\MyBackup.tis /nowait

] By pressing Ctrl+C you can force backup progress output off and switch
/ TruelmageTerminal to background operation.

] You can terminate backup operation executed by TruelmageTerminal by pressing
/ Ctrl+B.

15.2.2 Script structure
Scripts are written in the XML language and you can use the following tags:

Source. Specifies the partitions or disks to be imaged. Letters assigned to partitions must
be used without a colon. Disk numbers correspond to their system numbers. To create
images of several partitions or disks, use the SOURCE tag for each of them, e.qg.:

<source letter ="C" />

<source letter ="D" />

<source disk ="1" />

<source disk ="2" />

Target. Specifies the name and the location of an image file, e.g.:

<target file=“E:\Mybackup2.tib” username="username”
password="password” />

username and password parameters are optional. They are used to access networked
resources.

As a target for the image files you can indicate CD-R/RW or tape drive.

Options. This tag can be used with a number of additional parameters:
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Compression: specifies the backup compression level. Can be ANone, Low, Normal, High.

Incremental: specifies whether you need to create an incremental image file. If equal to
“false” (or “0”), a complete image file will be created. If there is already a file with the
name specified, it will be replaced without warnings. If equal to “true” (or “1™) and there
is already a file with the name specified, an incremental image will be created. Otherwise
the program will create a complete image file. The default value for this parameter is
“true”.

Description: adds a description to an image file. The comment must be a single string
(though its length is not limited.)

Split: splits a large image file into a number of smaller files of the specified size, which
can be provided in bytes, kilobytes, megabytes, etc.

Password. adds password protection to an image file.

15.2.3 Script usage examples

The following example illustrates the usage of a script to backup two partitions (logical
drives), C and F. mybackupZ.tib is specified as an incremental image file. High
compression level is selected and the image is to be split into 650MB parts for recording
to CD-R/RW media. Password protection will also be added. The entire script must be
located between the <backup>and </backup> tags.

<? xml version="1.0" encoding="utf-8" ?>
<backup>

<source letter ="¢" />

<source letter ="f" />

<target file="e:\mybackup2.tib" />

<options compression="high" incremental="true"
description="this is my backup" split="650 Mb" password="" />

</backup>

The script for backing up to tape (tapeN specifies the tapes numbers):
<? xml version="1.0" encoding="utf-8" ?>
<backup>

<source letter ="c¢” />

<source letter ="f" />

<target cdrw="\taperecorder\\\.\tapeo|||” />
<target cdrw="\taperecorder\\\.\tapell||” />

<options compression="high" incremental="true"
description="this is my backup" />

</backup>
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