


4. Back up (image) the server’s system disk to Acronis Secure Zone (see 5.2 Backing up
disks and partitions (image backup)). You can back up other disks/partitions as well, but
the system image is mandatory.

When performing Active Restore, the current Acronis True Image Echo Server version
A always restores the entire system disk. Therefore, if your system disk consists of several
partitions, all of them must be included in the image. Any partitions which are missing

from the image will be lost.

If failure occurs, boot the server from the bootable media, or RIS server, or using F11.
Start the recovery procedure (see 6.3 Restoring disks/partitions or files from images),
select the system disk image from Acronis Secure Zone, choose Use Active Restore and
in the next window click Proceed. In a few seconds the computer will reboot to the
restored system. Log in and start work — no additional reboots or other actions are
required.

You can perform Active Restore running Acronis True Image Echo Server in Windows
operating systems as well. However, it is mandatory to have bootable media in case
Windows cannot boot.

3.6 Acronis Universal Restore

3.6.1 Acronis Universal Restore purpose

A system disk image can be deployed easily on the hardware where it was created or to
identical hardware. However, if you change a motherboard or use another processor
version — a likely possibility in case of hardware failure — the restored system could be
unbootable. An attempt to transfer the system to a new, much more powerful computer
will usually produce the same unbootable result because the new hardware is
incompatible with the most critical drivers included in the image.

Using Microsoft System Preparation Tool (Sysprep) does not solve this problem, because
Sysprep permits replacing drivers only for Plug-and-Play devices (sound cards, network
adapters, video cards etc.). As for system Hardware Abstraction Layer (HAL) and mass
storage device drivers, they must be identical on the source and the target computers
(see Microsoft Knowledge Base, articles 302577 and 216915).

Acronis Universal Restore technology provides an efficient solution for hardware-
independent system restoration by replacing the crucial Hardware Abstraction Layer (HAL)
and mass storage device drivers.

Acronis Universal Restore is applicable for:

1. Instant recovery of a failed system on different hardware

2. Hardware-independent cloning and deployment of operating systems

3. Real-to-virtual and virtual-to-real computer migration for system recovery, test and
other purposes.

3.6.2 Acronis Universal Restore general principles

1. Automatic HAL and mass storage drivers selection

Acronis Universal Restore searches the Windows default driver storage folders (in the
image being restored) for HAL and mass storage device drivers and installs drivers that
better fit the target hardware. You can specify a custom driver repository (a folder or
folders on a network drive or CD) which will also be used for drivers search.
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Most of the operations are represented two or even three times in different window areas,
providing several ways to select them for more convenience. For example, you can start
the necessary operation or tool by clicking its icon in the main area or by selecting the
same item from the Operations or Tools menu.

Status bar

There is a status bar divided into two parts at the bottom of the main window. The left
side briefly describes the selected operation; the right side indicates operation progress
and results. If you double-click on the operation results, you will see the log window.

Taskbar notification area icon

During most of the operations, a special indicator icon appears in the Windows taskbar
notification area. If you mouse over the icon, you will see a tool tip indicating the
operation’s progress. This icon doesn’t depend on the main program window being open.
It is present for background execution of scheduled tasks as well.

4.2 Available operations

You can perform the following operations.

Operation How to access

Back up and Recover

Back up and restore data, including system
disks/partitions

Click Backup or Recovery, then follow the
wizard’s instructions. See details in Chapter
5. Creating backup archives and Chapter 6.
Restoring the backup data.

Browse logs of Acronis True Image Echo
Server operation

Click Logs in the Manage Tasks group or
select the Show Log tool on the sidebar to
navigate to the Event Log window. See
details in 711.3 Viewing logs.

Set up default backup or restore options,
such as system/network resources usage,
before/after backup commands etc.

Select Tools -> Options -> Default
backup options or Default restoration
options and make settings. See details in
5.3 Setting backup options and 6.4 Setting
restore options.

Set up default parameters for sending
notifications about Acronis True Image
Echo Server operation and tracing this
operation in Windows Application Event Log

Scheduling Tasks

Schedule backup and archive validation
operations

Select Tools -> Options -> Notifications
or Event tracing and make settings. See
details in Chapter 11. Notifications and
event tracing.

Click Tasks in the Manage Tasks group
or select the Task Scheduling category
on the sidebar to navigate to the Scheduled
Tasks window. Then click the Create
button on the toolbar and follow the
wizard's instructions. See details in Chapter
7. Scheduling tasks.
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Chapter 7. Scheduling tasks

Acronis True Image Echo Server allows you to schedule periodic backup and archive
validation tasks. Doing so will give you peace of mind, knowing that your data are safe.

You can create more than one independently scheduled task. For example, you can back
up your current project daily and back up the application disk once a week.

All the scheduled tasks appear in the Scheduled Tasks window, where you can start,
stop, edit, delete and rename them. To navigate to the Scheduled Tasks window, click
Tasks in the Manage Tasks group or select the Task Scheduling category on the
sidebar.

7.1 Creating scheduled tasks

1. To start the Schedule Task Wizard, click Create on the Scheduled Tasks window
toolbar or select Operations -> Schedule Task from the main menu.

2. Choose the Backup or Validate operation. If the latter is the case, choose the archive
in the next window and you will be taken straight to step 4.

3. If backup is your choice, configure a backup task in the usual way (see Chapter 5.
Creating backup archives). If you choose to create the backup archive on a network drive,
enter a user name and a password for the drive access.

4. Set the task execution periodicity.
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MBR saved in the image. If the position is not empty, the existing
entry will be moved to another position.

The following options are available when using the Acronis Universal Restore add-on to Acronis True
Image Echo Server. For more information see 3.6 Acronis Universal Restore.

/ur_path:[path]
/ur_username: [user]
/ur_password: [pwd]

Specifies using Acronis Universal Restore and the path to the drivers
storage.

/ur_driver:[inf-Ffilename]

Specifies using Acronis Universal Restore and the mass-storage
driver to be installed.

filerestore

/target_folder:[target
folder]

Specifies a folder where folders/files will be restored (a target
folder). If not specified, the original path is re-created from the
archive.

/overwrite:[older | never
| always]

This option allows you to keep useful data changes made since the
backup being restored was done. Choose what to do if the program
finds in the target folder a file with the same name as in the
archive:

older - this will give the priority to the most recent file
modification, whether it be in the archive or on the disk.

never - this will give the file on the hard disk unconditional
priority over the archived file.

always - this will give the archived file unconditional priority
over the file on the hard disk.

If not specified, the files on the disk will always be replaced
with the archived files.

/restore_security:[on |
off]

Specifies whether to restore files’ security attributes (default) or the
files will inherit the security settings of the folder where they will be
restored.

/original_date:[on | off]

Specifies whether to restore files’ original date and time from the
archive or assign the current date and time to the restored files. If
not specified, the current date is assigned.

consolidate

/target_filename:[Ffile
name]

Specifies the path to and name of the archive copy to be created. If
there are two or more backups (pits) in the copy, numbers will be
added to their names.

/include_pits:[pits
numbers]

Specifies the backups (pits) to be included in the archive copy. To
get the numbers of pits, use /pit_info. Separate multiple values
with semicolon, for example:

/include_pits:2,4,5

/net_src_user:[username]

Specifies the username for logon to network share to access the
source archive

/net_src_user:[password]

Specifies the password for logon to network share to access the
source archive

/net_user: [username]

Specifies the username for logon to network share to save the
resulting archive

/net_user: [password]

Specifies the password for logon to network share to save the
resulting archive
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convert

/target_Tfilename:[Ffile
name]

Specifies the path to and name of the virtual disk file to be created.
The file extension corresponds to the type of the virtual machine to
which the virtual disk will be added:

VMware virtual machine - .vmdk
MS virtual machine and Citrix XenServer - .vhd
Parallels virtual machine - .hdd.

/harddisk:[disk number]

Specifies the hard disks to convert by numbers. For each disk, a
separate virtual disk will be created.

By specifying
/harddisk:DYN
you will convert all dynamic volumes that present in the system.

/vm_type: [vmware]esx|Micro
soft|parallels]

The type of the virtual machine to which the virtual disk will be
added.

/ur

Use when converting image of a disk, containing Windows, and the
resulting virtual disk is supposed to be bootable. With this key, the
program will add drivers, necessary for the virtual machine type
selected with /vm_type key, to the resulting virtual disk. If the
image was taken from a virtual machine of the same type, normally
the key is not needed.

Drivers for the virtual machine reside in the storage, defined by the
registry key
HKEY_LOCAL_MACHINE\SOFTWARE\Acronis\UniversalRestore\Drive
rsPackPath. In case the storage has been moved, please change the
key or use the command /Zur_path: [path].

/ur_path:[path]

The same as /Zur with custom path to the virtual machine drivers
storage.

list

/Tilename: [Ffile_name]

With this option, the image contents is displayed.

When listing image contents, partition numbers may not coincide
with those in the drives/partitions list, if the image does not contain
all the disk partitions. For example, if the image contains partitions
2-3 and 2-5, they will be listed as 2-1 and 2-2.

If the deploy /partition command cannot find a partition in the

image by its physical number, use /partition:<number in the
image> /target_partition:<physical number of the target

partition> keys. For the above example, to restore partition 2-5
to its original place use:

/partition:2-2 /target partition:2-5.

explore

/partition:[partition
number]

Specifies a list of partitions to be mounted as virtual drives. Without
this option, all partitions stored in the image will be mounted.

To obtain the partition number for this option, list the image
contents with the /list/filename command an use the number
from the Idx column.

/letter

Assigns letters to the mounted drives. This option is used with
/partition option only.

114

Copyright © Acronis, Inc., 2000-2008




/letter:X

Specifies the virtual drive to be disconnected by letter.

/letter:all

/harddisk:X

Disconnects all virtual drives.

Specifies the hard disk number where the Acronis Secure Zone will
be created.

/partition:[partition
number]

Specifies partitions from which free space will be taken for Acronis
Secure Zone.

/size:[ASZ size in sectors
| unallocated]

Sets the Acronis Secure Zone size (in sectors).

If not specified, the size is set as an average between the maximal
(unallocated space plus free space on all partitions selected with the
/partition option) and minimal (about 35MB) values.

Either way, the program will first use the unallocated space. If there
is not enough unallocated space, the selected partitions will be
decreased. Resizing of locked partitions requires a reboot.

With “unallocated”, the zone will use all unallocated space on the
disk. Partitions will be moved, if necessary, but not resized. Moving
of locked partitions requires a reboot. The /partition option is
ignored.

/asz_activate

/partition:[partition
number]

/harddisk:[disk number]

/password: [password]

Activates the Acronis Startup Recovery Manager. The option will not
take effect if the system partition is resized during Acronis Secure
Zone creation. In that case, use the separate /asz_activate
command.

Sets a password for the Acronis Secure Zone.

Specifies partitions to which free space will be added after the
Acronis Secure Zone is deleted. If you specify several partitions, the
space will be distributed proportionally to each partition’s size.

Specifies a source hard disk which will be cloned to the new hard
disk.

/target_harddisk: [disk
number]

Specifies the target hard disk number where the source hard disk
will be cloned.

15.1.4 trueimagecmd.exe usage examples

1. Image disks and partitions
trueimagecmd /create /filename:"C:\Test\1.tib" /partition:2-

1,1-3

¢ This will create an image named 1.tib of the partitions 2-1 and 1-3. The image will be
saved to the C:\Test\ folder.

trueimagecmd /create /asz /partition:2-1,1-3

e This will create an image of the partitions 2-1 and 1-3 in the Acronis Secure Zone.
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trueimagecmd /create /filename:"\Test\1l.tib" /partition:2-
1,1-3 /file_partition:3-1

e This will create an image named 1.tib of the partitions 2-1 and 1-3. The image will be
saved in the folder \Test on partition 3-1.

trueimagecmd /create /fTilename:"C:\Test\1l.tib"
/password:qwerty /harddisk:2 /reboot /raw /incremental
/compression:5 /split:640 /progress:off

e This will append an incremental image to the image named 1.tib of hard disk 2. The
image will be saved to C:\Test\ folder, protected with password “gwerty”, split into
parts of 640MB, and contain all cluster data. Image compression level is 5. The server
will be rebooted after the operation is completed.

trueimagecmd /create /partition:2-1
/Tilename:\\serverl\folder\arc.tib /net user:userl
/net_password:pwl /log:\\server2\dir\logl.log
/1og_net_user:user2 /log_net password:pw?2

e This will create an image of partition 2-1 named arc.tib in the shared folder
\\serverl\folder. The operation log file logl.log will be saved on another share
\\server2\dir\. Credentials for both shares are provided.

trueimagecmd /create /partition:2-1
/Tilename:ftp://server/folder/archive._tib /ftp_user:usrl
/Ttp_password:pswdl

e This will create an image of partition 2-1 in the archive.tib file located on the FTP
server.

2. Restore disks and partitions
trueimagecmd /deploy /filename:"C:\Test\1l.tib"™ /partition:2-1

e This will restore partition 2-1 from image 1.tib.

trueimagecmd /deploy /filename:"C:\Test\1l.tib"
/password:gwerty /harddisk:2

e This will restore hard disk 2 from image 1.tib, protected with password ‘qwerty’.
trueimagecmd /deploy /filename:"C:\Test\1l.tib" /partition:2-1
/target_partition:1-1

e This will restore partition 2-1, stored in image 1.tib, to partition 1-1.

trueimagecmd /deploy /filename:"C:\Test\1l.tib" /partition:2-1
/target_harddisk:3 /start:63 /size:64000 /type:logical

e This will restore partition 2-1, stored in image 1.tib, to hard disk 3. A new logical
partition will be created on disk 3 from 63 to 64000 sector.

trueimagecmd /deploy /filename:z:\Server30Cdrive.tib
/partition:1-1 /target partition:2-1 /type:active
/password:123qwe

e This will restore partition 1-1, stored in image Server30Cdrive.tib, protected with
password ‘123qwe’, to partition 2-1. The restored partition will be of active type.

trueimagecmd /deploy _mbr /harddisk:1 /asz:2 /index:3
/password:pswd
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e This will restore MBR from the image of hard disk 1 to the same hard disk 1. The
image is contained in the backup 3rd created in the archive number 2, located in
Acronis Secure Zone that is protected with the ‘pswd’ password.

trueimagecmd /deploy_mbr /harddisk:1 /target harddisk:2
/Tilename:ftp://server/folder/arc.tib /ftp_user:fuser
/Ttp_password:fpswd

e This will restore MBR from the image of hard disk 1 to the hard disk 2. The image is
contained in the arc.tib file located on the FTP server.

3. Back up files

trueimagecmd /filebackup /filename:E:\Backups\Myproject.tib
/include:D:\Workarea\MyProject /exclude names:
D:\Workarea\MyProject\Old /exclude_ hidden

e This will back up files from the MyProject folder residing in D:\Workarea, except for
files in the Old subfolder and hidden files, to the file Myproject.tib and save this file in
E:\Backups folder.

4. Restore files

trueimagecmd /filerestore /fTilename:E:\Backups\Myproject.tib
/original_date

o This will restore all files from E:\Backups\Myproject.tib to the original folder and
assign the files the original date and time. Since the /overwrite option is not
specified, the latest files modifications will be replaced with the original ones.

5. Consolidate backups
trueimagecmd /pit_info /filename:\\smbsrv\Archives\Kons.tib

e This will display the numbered list of backups, contained in the archive Kons.tib
residing on the network share \\smbsrv\Archives\.

C:“Program Filez“Acronis“TruelmageEchoServertrueimagecmd ~pit_info sFfilename ™™
srvwelenal~kons.tib
Pit number: 1
type: image; kind: base; date: 6-2772087 11:39:18 AM
Pit number: 2
type: image; kind: incremental; date: 6272087 11:43:13 AM
Pit number: 3

type: image; kind: incremental; date: 672720687 11:-44:84 AM
Pit number: 4

type: image; kind: incremental; date: 62772007 11:-48:22 AM
Pit numbher: 5

type: image; kind: incremental; date: 627720687 11:568:32 AM

Operation has succeeded.

trueimagecmd /consolidate
/Tilename:\\smbsrv\Archives\Kons.tib
/target_fTilename:D:\Kons_new.tib /Zinclude pits:2,4,5

e This will create on the disk D: an archive consisting of three files Kons_new.tib, (pit 2
of the archive \\smbsrv\Archives\Kons.tib, former \\smbsrv\Archives\Kons2.tib)
Kons_new?2.tib (pit 4, former \\smbsrv\Archives\Kons4.tib) and Kons_new3.tib (pit 5,
former \\smbsrv\Archives\Kons5.tib).

6. Convert an image to virtual disk

trueimagecmd /convert /filename:C:\MyBackup.tib
/target_fTilename:C:\MyHDD.vmdk /vm_type:vmware /harddisk:1,3
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e This will convert images of disks 1 and 3, contained in the file C:\MyBackup.tib, to the
virtual disks C:\MyHDD.vmdk and C:\MyHDD2.vmdk for using with VMware type
virtual machines.

7. List
trueimagecmd /list

e This will list available partitions.
trueimagecmd /list /asz

e This will list contents of the latest image located in Acronis Secure Zone.
8. Acronis Secure Zone: managing backups by archive numbers
trueimagecmd /asz_content

e This will list the Acronis Secure Zone size, free space and contents.
o e 15| x]

C:Program Files“AcronissTruelmageEchoServeritrueimagecmd sasz_content
ASZ size: 34439215104 hyte

ASZ free space: 34409676800 hyte

ARCHIVE number: 1

index: 1; type: file, bhasze; creation time: 4-2-/2007 3:52 PM
ARCHIVE numbher: 2

index: 1; type: file. bhase; creation time: 4/2/2007 4:04 PM

index: 2; type: file, incremental; creation time: 4-/4-/2007 6:31 PM

index: 3; type: file, incremental; creation time: 4-4-2007 6:32 PM

In our example, the Acronis Secure Zone contains two archives. The older archive #1
consists of one full (base) file-level backup created on 4/2/2007 at 3:52. The second
archive contains a base file-level backup with two increments. You can restore data from
any backup as follows:

trueimagecmd /filerestore /asz:2 /index:2 /target_folder:e:

e This will restore files and folders from the backup created on 4/4/2007 at 6:31 PM
with their original paths to the root of partition E.

trueimage /list /filename:asz://2 /index:3 /password:aszpw
which is equal to:
trueimagecmd /Zlist /asz:2 /index:3 /password:aszpw

e This will list content of the backup 3™ created in the archive number 2, located in
Acronis Secure Zone that is protected with the ‘aszpw’ password.

9. Acronis Secure Zone: managing backups by file names
trueimagecmd /Zasz_fTiles /password:aszpw

e This will list the Acronis Secure Zone size, free space and contents using generated
filenames.

¢ Command Prompt

C:“FProgram Files“AcronissTruelmageEchoServer>trueinagecmd Aasz_files fpasswurd:al!
aaa

ASZ size: 5387526144 byte

ASZ free space: 4363010848 hyte

FILE name: AAAZ.TIB; size: 56414317 byte

type: image, base: creation time: 2-16-2087 3:-43:34 PM

type: image, incremental; creation time: 42572007 11:-44:47 AM
name: FAAA.TIB; size: 3125558 hbyte

type: file,. bhase:; reation time: H-.22-.2806 12:28:48 PM

name: FAAB2 .TIB;: size: 5147 hyte

type: file, bhase; creation time: 8-14-28087 2:17:4% PH

type: file, incremental; creation time: 8-14-2087 2:17:43 PM
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In our example, the Acronis Secure Zone contains three archives.

The archive AAA2 (2 stands for number of backups in the archive) consists of:
- full (base) image backup created on 2/16/2007 at 3:43

- incremental backup created on 4/25/2007 at 11:44.

The archive FAAA (F means that this is a file-level archive) contains one base file-level
backup.

The archive FAAB2 (B means that this is the second file-level archive in the zone) consists
of:

- full (base) file-level backup created on 8/14/2007 at 2:17
- incremental backup created on 8/14/2007 at 2:19.

trueimagecmd /filerestore /fTilename:asz//FAAA
/target_folder:e: /password:aszpw

e This will restore files and folders with their original paths from the sole base backup
FAAA to the root of partition E.

C:sProgram Files“Acronis:TruelmageEchoServer>trueimagecmd ~filerestore ~filename
tazz:/FAAA starget_folder:el Apasswvord:aaa
[ g HEEE RS R R R R R R S R R ] 1066

Operation has succeeded.

10. Acronis Secure Zone: deleting backups

trueimagecmd /asz_delete_fTiles /password:aszpw
/Tilename:FAAB.tib

e This will delete the most recent backup in the FAAB archive.
In our example (7), the incremental backup created on 8/14/2007 at 2:19 will be deleted.

The next execution of the same command will delete the base FAAB backup. By
continuing with the FAAA and AAA names, you can clear the Acronis Secure Zone except
for the last remaining base backup that cannot be deleted.

11. Clone

trueimagecmd /clone /harddisk:2 /target harddisk:3
e Clone hard disk 2 to hard disk 3.

12. Explore image

trueimagecmd /explore
/Tilename:\\myserver\backup\mybackup.tib /net_user:john
/net_password:qwerty

e This will connect all images, stored in file mybackup.tib on the network drive, as
virtual drives.

15.1.5 Command-line mode usage under DOS

For use in the MS-DOS-compatible environments Acronis True Image Echo Server includes
the TrueImageCmdDos.exe utility. It is located in a folder where Acronis True Image
Echo Server has been installed, by default it iS C:\Program
Files\Acronis\TruelmageEchoServer.
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15.2 Scripting

15.2.1 Script execution parameters

Scripts are executed by the TrueImageTerminal.exe utility located in the Acronis True
Image Echo Server installation folder (i.e. C:\Program
Files\Acronis\TruelmageEchoServer). This utility is also used to monitor backup progress.

TruelmageTerminal execution parameters:

TrueImageTerminal.exe [arguments]

Arguments include the following:

/help — outputs help information about TruelmageTerminal.exe parameters.

/progress — outputs progress of backup operations run either from Acronis True Image
Echo Server graphics user interface, or from the script.

/execute: [script file name] — executes a script. If there are several scripts to be
executed, they are queued. An example for executing MyBackup.tis script:

TruelmageTerminal .exe /execute:C:\MyBackup.tis

/nowait - an optional script execution argument. Enables to terminate
TruelmageTerminal before backup is finished. Example:

TruelmageTerminal /execute:C:\MyBackup.tis /nowait

By pressing Ctrl+C you can force backup progress output off and switch
|  TruelmageTerminal to background operation.

] You can terminate backup operation executed by TruelmageTerminal by pressing
| Ctri+B.

15.2.2 Script structure
Scripts are written in the XML language and you can use the following tags:

Source. Specifies the partitions or disks to be imaged. Letters assigned to partitions must
be used without a colon. Disk numbers correspond to their system numbers. To create
images of several partitions or disks, use the SOURCE tag for each of them, e.qg.:

<source letter =7C” />

<source letter =D />

<source disk =71 />

<source disk =72 />

Target. Specifies the name and the location of an image file, e.g.:

<target file="E:\Mybackup2.tib” username=username”
password="password” />

username and password parameters are optional. They are used to access networked
resources.

As a target for the image files you can indicate CD-R/RW or tape drive.

Options. This tag can be used with a number of additional parameters:
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Compression: specifies the backup compression level. Can be ANone, Low, Normal, High.

Incremental: specifies whether you need to create an incremental image file. If equal to
“false” (or “0”), a complete image file will be created. If there is already a file with the
name specified, it will be replaced without warnings. If equal to “true” (or “1™) and there
is already a file with the name specified, an incremental image will be created. Otherwise
the program will create a complete image file. The default value for this parameter is
“true”.

Description: adds a description to an image file. The comment must be a single string
(though its length is not limited.)

Split: splits a large image file into a number of smaller files of the specified size, which
can be provided in bytes, kilobytes, megabytes, etc.

Password. adds password protection to an image file.

15.2.3 Script usage examples

The following example illustrates the usage of a script to backup two partitions (logical
drives), C and F. mybackupZ.tib is specified as an incremental image file. High
compression level is selected and the image is to be split into 650MB parts for recording
to CD-R/RW media. Password protection will also be added. The entire script must be
located between the <backup>and </backup> tags.

<? xml version="1.0" encoding=""utf-8" 7>
<backup>

<source letter ="c" />

<source letter ="f" />

<target file="e:\mybackup2.tib" />

<options compression="high” incremental=""true"
description=""this is my backup™ split="650 Mb" password=""" />

</backup>

The script for backing up to tape (tapeN specifies the tapes numbers):
<? xml version="1.0" encoding="utf-8" ?>
<backup>

<source letter =7c” />

<source letter ="1" />

<target cdrw=""\taperecorder\\\.\tapeO|]|” />
<target cdrw=""\taperecorder\\\.\tapell]|” />

<options compression="high” incremental=""true"
description="this is my backup"™ />

</backup>
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